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Main Result

Theorem 1 (Main Result)

1. Verifiable Delay Functions do not fully black-box imply Time-Lock
Puzzles.

2. Time-Lock Puzzles do not fully black-box imply Verifiable Delay
Functions.

2/15



Main Result

Theorem 1 (Main Result)

1. Verifiable Delay Functions do not fully black-box imply Time-Lock
Puzzles.

2. Time-Lock Puzzles do not fully black-box imply Verifiable Delay
Functions.

This Talk:
1. Definition of VDFs and TLPs

2/15



Main Result

Theorem 1 (Main Result)

1. Verifiable Delay Functions do not fully black-box imply Time-Lock
Puzzles.

2. Time-Lock Puzzles do not fully black-box imply Verifiable Delay
Functions.

This Talk:
1. Definition of VDFs and TLPs

2. Short excourse on black-box reductions

2/15



Main Result

Theorem 1 (Main Result)

1. Verifiable Delay Functions do not fully black-box imply Time-Lock
Puzzles.

2. Time-Lock Puzzles do not fully black-box imply Verifiable Delay
Functions.

This Talk:
1. Definition of VDFs and TLPs
2. Short excourse on black-box reductions

3. Proof strategy

2/15



Verifiable Delay Functions (VDFs)

A Verifiable Delay Function is
® a delay function F': X — Y

v ®
X 3% e @ 0o o000 aa 00 de}j
T sey. Stegs

Sequentiality: for random z <~ X, no adversary with depth < T can
compute F(z)
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Verifiable Delay Functions (VDFs)

A Verifiable Delay Function is

® a delay function F': X — )
® . which is verifiable!

® More precisely, it is a triple of algorithms IIypr = (Setup, Eval, Verify)
with the following syntax

E\I(L 202y © —) r'{
=) ? size € Ry 2225 F(x) —) \LQ,_L —j
depth =T ke € Pylisg ()

T —> [ size ePolyN)
<

oA
PNERS

Sequentiality: for random z <+ X, no adversary with depth < T' can
compute F(z)

Soundness: given (pp, ), no PPT adversary can find (v, 7) s.t. y'# F(x)
and Verify(pp, z,y, ) = 1.
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Time-Lock Puzzles (TLPs)

A Time-Lock Puzzle is a pair of algorithms Il p = (PGen, Sol) having

® a3 many-to one delay function Sol: P — S

PBR'M—L\(
Sol

P BP"—’—"—L‘U_Q‘Q—‘Q—‘:—“‘—“—Q—%.‘; es

PBPS._n‘n_LM_ﬂ_LL_L]\
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Time-Lock Puzzles (TLPs)

A Time-Lock Puzzle is a pair of algorithms It p = (PGen, Sol) having

® a3 many-to one delay function Sol: P — S
® ... which allows for quick (randomized) generation of preimages

® More precisely, it is pair of algorithms It p = (PGen, Sol) with the
following syntax

s Fandemized

N

RN T —pcP

\Sésr l

S (0 0000 oo eaoc |tmeeRlyn
coedy = T

PGen

time Q—\%\\\UQD(.‘U)
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Indistinguishability of Puzzles. For any sg,s; € S,
PGen(SO’ T) Ndepth< T PGGN(S1, T)
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Known Implications

Known Implications VDF < TLP:

VDF  TLP
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Known Implications

Known Implications VDF < TLP:
o [Ren20]: VDFs + (extractable) witness encryption — TLPs
e [AAFKT25]: TLPs + indistinguishability obfuscation — “weak” VDFs

VDF TLP

However, these constructions
® rely on additional assumptions

® are not black-box
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Fully Black-Box Reductions

Example. A fully black-box construction VDF — TLP would be...
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Example. A fully black-box construction VDF — TLP would be...
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Fully Black-Box Reductions

Example. A fully black-box construction VDF — TLP would be...

TLP
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Ruling out Black-Box Reductions

Main Point: Fully Black-Box Constructions relativize
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Ruling out Black-Box Reductions

Main Point: Fully Black-Box Constructions relativize

If there is a “world” in which P exists and @) does not exist, P does not
black-box imply @

P =&

We rule out black-box constructions TLP — VDF and VDF — TLP by
constructing “worlds”

® M-+vypr, where VDFs exist but TLPs do not.
® Mrrp, where TLPs exist but VDFs do not.
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® Complexity is measured exclusively by oracle queries

We have impossiblity results: VD
F o TLP

[Msw20, GRYLO. MUTC25) vxﬂ 72\ — [
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But: there is a simple delay function F = f7:

F(x)
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Constructing Mypr & Mrrp

Starting point: (parallel) Random Oracle Model (ROM)
o All algorithms have access to a random function f
® Complexity is measured exclusively by oracle queries

We have impossiblity results: VD
F o TLP

[Msu20, GRYLO. Achzs]»S& 72\ — [Hmwl]
ROHM

But: there is a simple delay function F = f7:

F(x)
% £ fo f6 fw f
Y P —) F ) ) T Y —— e —————) e ) -

Idea: Extend the ROM with minimal additional oracles s.t. we can
construct one of the two primitives, but (still) rule out the other.
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Construction of Mvypp

® Want VDFs to exist, and TLPs to (provably) not exist
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Construction of Mypp

® Want VDFs to exist, and TLPs to (provably) not exist
® |dea: Extend the ROM with a verification oracle V:
Vi(x,y) =1 if and only if f7(z) =y.
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Construction of Mvypp

® Want VDFs to exist, and TLPs to (provably) not exist
¢ |dea: Extend the ROM with a verification oracle V:
Vi(x,y) =1 if and only if f7(z) =y.

2 - T Tet
% £ £ &  fw fx
4_.41_’) — ) ey ey Q-0 fy o
4 N
L v sy
2z
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® Now: X
® \/DFs exist
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® Now:

® \/DFs exist
® TLPs can (still) be ruled out, by building on the proof in
[MMV11].
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Construction of Mypp

® Want VDFs to exist, and TLPs to (provably) not exist
® |dea: Extend the ROM with a verification oracle V:
Vi(z,y) = 1if and only if f7(z) =y.

2 - T T
X £ £ &  fw £
——y———  ——— 3 . fttye ——e———3 e .-

® Now: X

® \/DFs exist

® TLPs can (still) be ruled out, by building on the proof in
[MMV11].

® Key Insight: We show that given a TLP in this model we can
construct a TLP in the plain ROM by simulting the verification
oracle V¢ using some extra queries.
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Construction of Mtrp
Want TLPs to exist, but VDFs to (provably) not exist.

X $x) £ o fw £
.-.4..—f—§ '—H *—) *T . ‘). \7-.—)...
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Construction of Mrp

Want TLPs to exist, but VDFs to (provably) not exist.
Naive Idea: Extend the ROM with “puzzle oracle™ p(x) := fT(x).

2 e T T+
x £(x) £ f fw £
.-._)c—f—) '_ﬁ -,—é"'.—;. ‘)- \70.—)...
\ ) Pux) 0
pLytx))
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Construction of Mrp

Want TLPs to exist, but VDFs to (provably) not exist.
Naive Idea: Extend the ROM with “puzzle oracle™ p(x) := fT(x).

TP .
cox\s{rx)cjuon ?1 £

.
) fw f % fw §&

L PLyLx)

® TLPs exist.

® PGen(s,T) outputs (p1,p2) = (f(z), p(z) @ s) for z + {0,1}*
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TLP _ T
Cons*:rucluowr\ 2 S=ge -Q (P")
° T+
% £(x) £ { £ (x) £ (x)
Y — Py ) Tty ——— e e ) -
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Construction of Mrp

Want TLPs to exist, but VDFs to (provably) not exist.
Naive Idea: Extend the ROM with “puzzle oracle™ p(x) := fT ().
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Construction of Mtrp

Want TLPs to exist, but VDFs to (provably) not exist.
Naive Idea: Extend the ROM with “puzzle oracle”: p(x)

= fT(x).
VDF
conskruction:
X F x)
x £ fx) & fw P
.-.ﬁo—f—) '—H o —) o°* .

- — e o —y---
\ } () 0

PLyt))

® TLPs exist.

e But: VDFs exist as well!

® given x € {0,1}*, Eval(x) computes F(z) := fT~1(z) (no proof)
® given x,y, Verify checks if f(y) = p(x) = fT ().
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Construction of Mtrp

Want TLPs to exist, but VDFs to (provably) not exist.
Naive Idea: Extend the ROM with “puzzle oracle™: p(z) == fT ().

VDF

conskeuchion: s - 000 ?
X Eval F 00 ‘?( j) P ¢
e Q ©O 00O o 000y, .
[E— . Ver 43 1T -
X £ £ {6 fw £
.--ﬁl —H o —) *** 31 ‘). e =) ---

L pLtLx))

® TLPs exist.
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® given x € {0,1}*, Eval(x) computes F(z) := fT=1(z) (no proof)
® given x,y, Verify checks if f(y) = p(x) = fT ().
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Construction of Mtrp

Better Idea: Let f be a random permutation, and provide access to f~!!

£ £ fF ) T
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Construction of Mtrp

Better Idea: Let f be a random permutation, and provide access to f~!!
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X Eval F//(x) Tg)=p00?
« Q2 0O 00O OO0y, .
(I Ver&% 4
f £ e T
NXA /N /"\/—\Y,h ~
.-~—’. . [ .k/.&—/',— .-
F—a }%b",&—' 6/ ;-l T <F" —
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® Now: the construction of VDF as above is insecure: F(x) can be
computed in 2 steps.
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Construction of Mtrp

Better Idea: Let f be a random permutation, and provide access to f~!!
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® Now: the construction of VDF as above is insecure: F(x) can be
computed in 2 steps.

® But: the construction of TLP as above is also insecure.

12/15



Construction of Mtrp

Better Idea: Let f be a random permutation, and provide access to f~!!

TLP
Cl’nskruclcion: ? Sol, S= ee £ (pﬂ)

£ f £ Ty T
T e
cm- . . ] .V.K—/'P .

“""’F.‘ ]%'/mf,k_ ¢ G —

L S 1E3)

® Now: the construction of VDF as above is insecure: F(x) can be
computed in 2 steps.

® But: the construction of TLP as above is also insecure.

12/15



Construction of Mtrp

Better Idea: Let f be a random permutation, and provide access to f~!!

TLP
Cl’nskruclcion: ? Sol, S= ee £ (pﬂ)

£ f £ Ty T
i~ O S N
cm- f . ] .v.k—/'r .
\ ‘—"'"F.. l%'/wf)k_ ¢ s —

L S 1E3)

® Now: the construction of VDF as above is insecure: F(x) can be
computed in 2 steps.

® But: the construction of TLP as above is also insecure.

12/15



Construction of Mtrp
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Construction of Mtrp

Better Idea: Let f be a random permutation, and provide access to f~!!

T odon B sa S=gef ()
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Construction of Mtrp

Final Construction:
e f:{0,1}* — {0,1}* is a random permutation

® |In Mrpp, all algorithms have shared access to:
® £ and its inverse £, and additionaly

£ £ £ £
S YT ST Sy
= ‘\31’/ R\‘?:,/ — = e
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Final Construction:
e f:{0,1}* — {0,1}* is a random permutation
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® £ and its inverse £, and additionaly
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® TLPs exist: PGen(s,T) outputs (a(x), p(x) @ s) for z < {0,1}*.
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Construction of Mrp

Final Construction:
e f:{0,1}* — {0,1}* is a random permutation
® q: {0,1}* — {0,1}* is a random function
® |In Mrpp, all algorithms have shared access to:

® £ and its inverse £, and additionaly
® the maps z +— a(z) and z — p(x) == fT (a(z)) (“puzzle oracles”)

P S = P'_ e%-r(x)

Now: ) el
' ]
® TLPs exist: PGen(s,T) outputs (a(x), p(x) @ s) for z < {0,1}*.

® VDFs don't exist: the proof of [AAKTC25] can be made work in
Mrrp. (Wit \oks of weclk]
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Thank you!

Questions?
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