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Main Result

Theorem 1 (Main Result)

1. Verifiable Delay Functions do not fully black-box imply Time-Lock
Puzzles.

2. Time-Lock Puzzles do not fully black-box imply Verifiable Delay
Functions.

This Talk:

1. Definition of VDFs and TLPs

2. Short excourse on black-box reductions

3. Proof strategy
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Verifiable Delay Functions (VDFs)

A Verifiable Delay Function is

• a delay function F : X ! Y

• ... which is verifiable!

Sequentiality: for random x X, no adversary with depth ⌧ T can
compute F (x)
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Verifiable Delay Functions (VDFs)
A Verifiable Delay Function is

• a delay function F : X ! Y
• ... which is verifiable!

• More precisely, it is a triple of algorithms ⇧VDF = (Setup,Eval,Verify)
with the following syntax

Sequentiality: for random x X, no adversary with depth ⌧ T can
compute F (x)
Soundness: given (pp, x), no PPT adversary can find (y,⇡) s.t. y 6= F (x)
and Verify(pp, x, y,⇡) = 1.
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Time-Lock Puzzles (TLPs)

A Time-Lock Puzzle is a pair of algorithms ⇧TLP = (PGen, Sol) having

• a many-to one delay function Sol : P ! S

• ... which allows for quick (randomized) generation of preimages
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Time-Lock Puzzles (TLPs)
A Time-Lock Puzzle is a pair of algorithms ⇧TLP = (PGen, Sol) having

• a many-to one delay function Sol : P ! S
• ... which allows for quick (randomized) generation of preimages
• More precisely, it is pair of algorithms ⇧TLP = (PGen, Sol) with the

following syntax

Indistinguishability of Puzzles. For any s0, s1 2 S,
PGen(s0, T ) ⇡depth⌧T PGen(s1, T )
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Known Implications

Known Implications VDF $ TLP:

• [Ren20]: VDFs + (extractable) witness encryption ! TLPs

• [AAFKT25]: TLPs + indistinguishability obfuscation ! “weak” VDFs
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Known Implications

Known Implications VDF $ TLP:

• [Ren20]: VDFs + (extractable) witness encryption ! TLPs

• [AAFKT25]: TLPs + indistinguishability obfuscation ! “weak” VDFs

However, these constructions

• rely on additional assumptions

• are not black-box
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Fully Black-Box Reductions
Example. A fully black-box construction VDF ! TLP would be...
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Ruling out Black-Box Reductions

Main Point: Fully Black-Box Constructions relativize

If P black-box implies Q, then in every “world” in which P exists, Q exists.

7 / 15



Ruling out Black-Box Reductions

Main Point: Fully Black-Box Constructions relativize

If P black-box implies Q, then in every “world” in which P exists, Q exists.

7 / 15

Y



Ruling out Black-Box Reductions
Main Point: Fully Black-Box Constructions relativize

If there is a “world” in which P exists and Q does not exist, P does not
black-box imply Q

We rule out black-box constructions TLP ! VDF and VDF ! TLP by
constructing “worlds”

• MVDF, where VDFs exist but TLPs do not.
• MTLP, where TLPs exist but VDFs do not.

8 / 15

Y



Ruling out Black-Box Reductions
Main Point: Fully Black-Box Constructions relativize

If there is a “world” in which P exists and Q does not exist, P does not
black-box imply Q

We rule out black-box constructions TLP ! VDF and VDF ! TLP by
constructing “worlds”

• MVDF, where VDFs exist but TLPs do not.

• MTLP, where TLPs exist but VDFs do not.

8 / 15

Y



Ruling out Black-Box Reductions
Main Point: Fully Black-Box Constructions relativize

If there is a “world” in which P exists and Q does not exist, P does not
black-box imply Q

We rule out black-box constructions TLP ! VDF and VDF ! TLP by
constructing “worlds”

• MVDF, where VDFs exist but TLPs do not.
• MTLP, where TLPs exist but VDFs do not.

8 / 15

Y



Constructing MVDF & MTLP

Starting point: (parallel) Random Oracle Model (ROM)
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Constructing MVDF & MTLP

Starting point: (parallel) Random Oracle Model (ROM)

• All algorithms have access to a random function f

• Complexity is measured exclusively by oracle queries

We have impossiblity results:

But: there is a simple delay function F = fT :

Idea: Extend the ROM with minimal additional oracles s.t. we can
construct one of the two primitives, but (still) rule out the other.
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Construction of MVDF

• Want VDFs to exist, and TLPs to (provably) not exist

• Idea: Extend the ROM with a verification oracle Vf :

Vf (x, y) = 1 if and only if fT (x) = y.
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Construction of MVDF

• Want VDFs to exist, and TLPs to (provably) not exist

• Idea: Extend the ROM with a verification oracle Vf :

Vf (x, y) = 1 if and only if fT (x) = y.

• Now:
• VDFs exist
• TLPs can (still) be ruled out, by building on the proof in

[MMV11].
• Key Insight: We show that given a TLP in this model we can

construct a TLP in the plain ROM by simulting the verification
oracle Vf using some extra queries.
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Construction of MTLP

Want TLPs to exist, but VDFs to (provably) not exist.

Naive Idea: Extend the ROM with “puzzle oracle”: ⇢(x) := fT (x).

• TLPs exist: PGen(s, T ) outputs (p1, p2) = (a(x), ⇢(x)� s) for
x {0, 1}�.

• But: VDFs exist as well!
• given x 2 {0, 1}�, Eval(x) computes F (x) := fT�1(x) (no proof)
• given x, y, Verify checks if f(y) = ⇢(x) = fT (x).
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Construction of MTLP

Better Idea: Let f be a random permutation, and provide access to f�1!

• Now: the construction of VDF as above is insecure: F (x) can be
computed in 2 steps.

• But: the construction of TLP as above is also insecure.
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Construction of MTLP

Final Construction:
• f : {0, 1}� ! {0, 1}� is a random permutation
• a : {0, 1}� ! {0, 1}� is a random function
• In MTLP, all algorithms have shared access to:

• f and its inverse f�1, and additionaly
• the maps x 7! a(x) and x 7! ⇢(x) := fT (a(x)) (“puzzle oracles”)

Now:

• TLPs exist: PGen(s, T ) outputs (a(x), ⇢(x)� s) for x {0, 1}�.
• VDFs don’t exist: the proof of [AAKTC25] can be made work in

MTLP.
13 / 15
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Thank you!

Questions?
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